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The SecuDroneComm platform is designed to provide secure, reliable, and
efficient communication between drones and the tactical operations center.
Its architecture integrates data integrity, encryption efficiency, energy
optimization, collision avoidance, and real-time processing through a
mathematical framework of dedicated formulas. The platform ensures that
critical mission data is protected from tampering, transmitted with minimal
delay, and prioritized based on urgency and network stability. By applying
specialized formulas, such as the drone data integrity formula, encrypted data
transmission efficiency formula, and data prioritization index, the platform
strengthens communication security and improves decision-making in
operational environments. Additional formulas address challenges of battery
optimization, multi-drone coordination, network congestion, and system
reliability, ensuring resilient operations during missions. The integration of
YOLOv8 within the platform enhances object detection by balancing accuracy
and inference speed, supported by GPU load analysis and bandwidth
allocation models. The hybrid server structure optimizes latency, resource
distribution, and encryption key management, creating a unified solution for
real-time unmanned aerial vehicle surveillance. This paper presents the
complete formula-based framework of SecuDroneComm, demonstrating its
capability to improve operational efficiency, cybersecurity resilience, and
mission sustainability in dynamic and high-risk environments.

1. Introduction

Unmanned aerial vehicles (UAVs) have become a critical component of modern defence,
surveillance, and disaster response operations. Their ability to collect real-time information and
deliver it to command centers has transformed situational awareness and operational decision-
making. However, the increased reliance on UAVs brings significant challenges related to secure
communication, efficient data transmission, and reliable system integration between the drones and
the tactical operations center (TOC). Ensuring data integrity, reducing latency, and protecting sensi-
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tive information from unauthorized access are fundamental requirements in these environments [1].

The SecuDroneComm platform is developed as a comprehensive solution to address these
challenges. Its architecture relies on a set of mathematical formulas that provide a structured
approach to communication security, system optimization, and multi-drone coordination [2-3]. The
drone data integrity formula ensures that mission data is transmitted without corruption, while the
encrypted data transmission efficiency formula evaluates the balance between encryption strength
and communication speed [4-5]. To improve operational resilience, the platform incorporates the
Data Prioritization Index, which dynamically assigns priority levels to information flows depending on
mission urgency and network stability [6-8].

Energy management and collision avoidance are also central to the platform design. The battery
optimization formula enables drones to maximize endurance during missions, while the multi-drone
collision avoidance formula ensures coordinated operations in environments with high drone
density. in parallel, the network congestion control formula and the system reliability formula
maintain communication stability under stressful conditions. The integration of YOLOv8 for object
detection strengthens the platform’s surveillance capabilities by balancing inference speed with
detection accuracy, supported by GPU load monitoring and bandwidth allocation models [7,9].

To guarantee real-time performance, the platform adopts a hybrid server architecture that
distributes computational loads between local edge servers and centralized cloud servers [10-11].
This structure reduces latency, improves scalability, and ensures that encryption key management
remains synchronized across all nodes. By combining these elements into a single framework, the
SecuDroneComm platform creates a secure, adaptive, and formula-driven communication system for
UAV operations [12-14].

This paper introduces the full architectural framework of SecuDroneComm and presents the
dedicated formulas that define its functionality. The approach highlights how mathematically
modeled security, efficiency, and coordination mechanisms can provide reliable UAV-to-TOC
communication for defence, disaster management, and public safety applications.

2. System Overview of SecuDroneComm

The SecuDroneComm platform has been developed as a secure communication framework
designed to ensure reliable data exchange between UAVs and TOC [15-16]. Its primary objective is to
provide mission-critical communication that is secure, efficient, and resilient under dynamic
operational conditions [17-18], such as defense missions, disaster management, and public safety
operations [19-20].

At the core of SecuDroneComm lies a formula-driven architectural design, where each subsystem
is defined by mathematical models [21-22]. These formulas establish quantitative measures for data
integrity, encryption efficiency, prioritization, energy management, collision avoidance, and network
reliability. By embedding these models into the platform, SecuDroneComm ensures not only practical
communication performance but also measurable evaluation of system effectiveness [23-25].

The architecture of the platform integrates three key layers:

i. UAVlayer—Itis responsible for data collection through onboard sensors, real-time object
detection via YOLOVS, and encrypted data transmission. Energy optimization and collision
avoidance formulas operate within this layer to extend mission endurance and improve
coordination among multiple UAVs.

ii.  Communication layer — It handles encrypted transmission between UAVs and TOC. The
encrypted data transmission efficiency formula and the data prioritization index ensure
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that sensitive mission data is secured while urgent packets are transmitted with minimal
delay. Network congestion control models maintain stability even in high-traffic scenarios.
TOC layer — It processes incoming data through hybrid servers that combine local edge
processing with cloud-based resources. This dual approach reduces latency while ensuring
synchronization across encryption keys and computational loads. Decision-making
support is enhanced by the integration of GPU load monitoring and bandwidth allocation
models [26-27].

Together, these layers create a secure, adaptable, and scalable communication system. By relying
on mathematical models, SecuDroneComm provides a structured and transparent method for
evaluating its own performance, offering a significant advantage over systems that depend solely on
heuristic or ad hoc solutions.

Enhanced system architecture comprises of (Figure 1):

Drone hardware — Features cutting-edge multi-sensors (such as thermal imaging, motion
detection, and LIDAR) for thorough data collection, a sophisticated communication
module for dependable and secure data transmission, and an onboard edge processor
that pre-processes and encrypts data prior to sending it out. This onboard processor
enhances bandwidth efficiency and guarantees real-time responsiveness, even in
environments with limited resources.

Communication gateway — The Communication Gateway acts as a vital link for secure data

transfer between drones and the central database. It uses strong encryption protocols

(such as TLS 1.3) and dynamic session re-authentication to block unauthorized access.

Additionally, the gateway incorporates Al-based anomaly detection to verify incoming
data and prioritize essential mission information, ensuring a smooth communication
process.

Secure database — Serves as a central hub for validated and encrypted data. It utilizes
multi-layered encryption methods, such as AES-256 and quantum-resistant cryptographic
algorithms, to protect sensitive information. Role-based access controls (RBAC) guarantee
that data is only available to authorized users according to their clearance level, while

sophisticated auditing and logging systems ensure transparency [25, 28].

Hybrid server architecture, including:

o Cloud server — Offers scalable storage and processing capabilities, making it suitable
for long-term data archiving and global access. It is particularly effective for large-
scale deployments and applications driven by analytics.

o Local server — Designed for low-latency operations, it provides real-time processing
and decision-making for critical tasks, especially in environments with limited or
unstable internet connectivity.

o Hybrid server integration — Merges the advantages of both cloud and local servers
through software-defined networking (SDN) coordination, allowing for dynamic data
routing. This approach ensures efficient resource use, reduced latency, and
continuous operation across various scenarios. Logical SDN controllers can adjust
resource allocation in real-time to meet changing operational needs [27].
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Fig. 1. High-level architectural framework of the SecuDroneComm platform

Figure 2 depicts the operational flow of the SecuDroneComm system, where YOLOv8-enabled
drones detect objects and transmit encrypted data through the platform to TOC. Upon receipt, the
TOC alerts response units and the quick reaction force (QRF), enabling real-time threat mitigation.
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Fig. 2. Secure UAV-to-TOC communication flow

Figure 3 illustrates the core operational flow of the SecuDroneComm platform, highlighting how
drones equipped with YOLOV8 object detection transmit data through a hybrid SDN coordinator to
local and cloud servers, and ultimately to TOC. Solid arrows represent secure data transmission, while
bidirectional dashed arrows represent control communication for coordination, routing, and system
management.
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Fig. 3. SecuDroneComm platform system overview

In the SecuDroneComm platform (Figure 4), the hybrid SDN coordinator is responsible for
managing all communication paths and making decisions about where data should be sent based on
urgency and network status. TOC usually receives processed information and mission-level alerts that
are often delivered through the cloud infrastructure. Even though it is not shown in this simplified
diagram, the system allows the Local Server to communicate directly with the TOC when fast, low-
latency communication is needed during time-critical missions [28].
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Fig. 4. Detailed system architecture of the SecuDroneComm platform

Table 1 emphasizes essential security features designed for each layer of the OSI model. The
enhancements provide thorough protection against emerging threats while ensuring optimal
platform performance. Here is how these features tackle specific challenges [26-28]:

i.  Adaptability and context-awareness — with features such as adaptive access controls and
real-time anomaly detection, the platform can dynamically adjust based on user
behaviour, effectively preventing unauthorized access and reducing the risk of potential
breaches at the application layer.
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Table 1

Quantum-resistant cryptography — As quantum computing progresses, conventional
encryption methods may face vulnerabilities. By implementing quantum-resistant
cryptography, we can secure data in the long term, especially for sensitive operations.
Proactive threat detection — Real-time intrusion detection systems (IDS) and dynamic
traffic analysis at both the session and network layers facilitates the early detection and
prevention of potential attacks, thereby maintaining system integrity and resilience.
Enhanced communication reliability — Methods such as secure multi-path transmission
and anti-jamming techniques ensure continuous and secure communication, even in
difficult environments like high-interference areas.

Futureproofing — Features such as tamper detection and frequency-hopping spread
spectrum (FHSS) not only enhances the security of the physical layer but also equips the
platform to address future risks.

Proposed mapping of the security protocols

OSl layer Proposed security features
Application Incorporating real-time anomaly detection in APIs to identify unusual access patterns.
Iazre)r Establishing adaptive access controls that respond to user behaviour or contextual elements such as

geo-location and device identity.

Implementing quantum-resistant encryption algorithms, such as lattice-based cryptography, to ensure

Presentation long-term security.

layer Using dynamic key exchange protocols to enhance security throughout the data encoding and decoding
processes.
Session Automatic se§sion expiration and renegotiation to ensure secure sessions can be maintained over
layer extended periods.
Real-time intrusion detection systems to keep an eye on active sessions for any unauthorized activity.
Transport Incorporating secure multi-path transmission protocols to enhance data resilience and reliability.
layer Establishing port-level access control to limit unauthorized communication.
Network Analysing traffic patterns dynamically to identify any anomalies, like unusual routing activities.
layer Implementing failover encryption tunnels to maintain secure communication even during interruptions.
Data link Assign secure channels to reduce the risk of eavesdropping in communications between drones and
layer gateways.
Implement anti-jamming strategies to improve signal reliability in environments with high interference.
Physical Frequency-hopping spread spectrum is used to safeguard signals from being intercepted.
layer There are tamper detection systems in place that send alerts if there is any unauthorized physical

access or modifications.

This carefully crafted multi-layered security strategy offers thorough and strong protection,
effectively addressing vulnerabilities at each level while maintaining data integrity, confidentiality,
and system resilience against changing threats [25].

3. Mathematical Framework of SecuDroneComm

This section presents the optimization backbone of the platform. The first model captures the
global trade-offs among security, latency, energy, and reliability across the UAV-TOC pipeline. The
second model allocates computational load between edge and cloud servers to meet timing and
security targets under resource limits.

3.1 General Optimization Formula for SecuDroneComm Platform
The following formula is proposed to assess the overall efficiency and reliability of the
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SecuDroneComm platform during mission-critical operations. It provides a unified metric that
combines multiple factors influencing the system's secure communication and routing behavior.

R _ Lavg + Ploss + Nsec + 6prio + ¢load (1)
total — )
o Preliability

where Riotal is the platform performance score (lower values indicate better performance); Lavg is the
average system latency (ms), including processing, encryption, and routing; Pioss is the packet loss rate
(% of dropped or retransmitted packets); nsecis the encryption and security processing overhead (ms
or % delay increase); &prio is the penalty from delayed or misrouted high-priority detections; gioadis
the load balancing deviation (difference between ideal and current server usage); and Prejiabiiity is the
system reliability factor (0—1), based on uptime and component health.

This formula calculates a composite performance cost score for the platform. The numerator
contains all operational penalties: transmission latency, packet loss, encryption overhead, high-
priority message delay, and load imbalance. The score is normalized by the platform’s reliability. A
lower Riotal value indicates a better-performing system.

Eg. (1) is implemented within the hybrid SDN controller logic of the SecuDroneComm
architecture. For every detected event or object, the system evaluates these parameters in real time
and dynamically chooses the optimal routing path (local server, cloud, or hybrid). This ensures that
data is transmitted with minimal latency, highest reliability, and maximal protection.

Security and operational benefits are:

i. Eg. (1) ensures that messages classified as high-priority (e.g., weapon detections with

confidence > 0.75) are routed quickly and accurately.

ii. The overhead introduced by AES-256 and IPSec encryption is measured and compensated
for in smart routing decisions.

iii.  Packet loss is reduced by hybrid rerouting in unstable network conditions.

iv.  The system avoids overloading a single server by evaluating load distribution in real time.

v. The reliability denominator ensures that platform health (component uptime, route
availability) is always considered in the decision.

3.2 Server Load Balancing Optimization

The following formula is proposed to evaluate the load distribution efficiency between the local
server and cloud server within the hybrid SDN-coordinated architecture of the SecuDroneComm
platform. It provides a lightweight and real-time indicator of how far the system is operating from
ideal load conditions.

_ | Uocat = Uidgear | + | Uctoua — Uigear | (2)

R =
server ’
2

where Rsener is the load balancing deviation score (to be minimized); Ulocar is the current utilization
(%) of the local server; Ucouq is the current utilization (%) of the cloud server; Uigea is the target
utilization for balanced load (e.g., 50% for even distribution).

Eqg. (2) calculates the average absolute deviation from the ideal server utilization. It provides a
dynamic score that reflects how balanced the distribution of secure communication trafficis between
the two core processing units (local and cloud). The smaller the value of Rserver, the closer the system
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is to optimal routing and resource usage.

Eqg. (2) is continuously evaluated by the hybrid SDN controller during operation. It allows the
system to make intelligent rerouting decisions to prevent overloading either server. If the load
difference exceeds a predefined threshold (e.g., Rserver > 15%), the controller redirects packets to the
less-utilized path to restore equilibrium.

Security and operational benefits are:

i.  Prevents congestion in local or cloud servers during high detection rates.
ii.  Ensures continuous operation even during partial infrastructure degradation.
iii.  Enhances long-term stability by maintaining server health and reducing overheating or
gueue overflow.
iv.  Improves system responsiveness by avoiding latency spikes caused by imbalance.

4. Simulation Scenarios Demonstrating the SecuDroneComm Platform's Capabilities

This simulation scenario illustrates how the SecuDroneComm platform operates during a high-
risk perimeter surveillance operation at the Goce Delchev military barracks (Table 2). The goal is to
ensure secure, low-latency, and reliable transmission of YOLOv8-based object detection data from
UAVs to TOC using hybrid server routing and strong encryption protocols.

Table 2
Simulation parameters and constants for SecuDroneComm platform evaluation
Parameter Symbol Value Unit Description
Total ber of YOLOv8-enabled UAV: ti
Number of drones Nd 500 drones .oa num»ber o ve-enable s operating
simultaneously
Detection frame rate Ef 20 FPS YOLOv8 frame detection per second
Transmission frequency  Ft 1 packet/sec/drone Each drone sends 1 encrypted data packet per second
AES encryption overhead Tenc 2.5 ms Encryption delay per packet using AES-256
Network latency (range) Thet 10-40 ms Varies by routing path (local/hybrid/cloud)
g:ltae;/vay processing Tew 5 ms Al-based validation and forward routing
TOC processing delay Ttoc 5 ms Visual alert processing and decision dispatch
SDN rerouting time Trout 3 ms Time to switch between routing paths
Threat confidence Oconf 0.75 [0-1] Above this threshold, alerts are prioritized to TOC
threshold
Packet loss rate Proce <05 % Normal tt.‘an_smissi(.:m loss after AES+TLS and
retransmission logic
Simulation duration Tsim 100 seconds Total operational time per scenario
E tatisticall ingful Its and
Number of iterations R 1500 simulations nsures.s atisheally meaningful results an
smoothing

Operational flow of the scenario is:

i.  Deployment setup — A total of 500 drones, each equipped with YOLOvS8 object detection
models, are deployed across the perimeter of the Goce Delchev military facility. The
drones patrol designated sectors and capture imagery at a rate of 20 frames per second.

ii.  Object detection and confidence scoring — Drones process video frames onboard using the
YOLOv8 model. When a person or object is detected with a confidence level exceeding
0.75, the drone generates an encrypted alert packet containing metadata (timestamp,
coordinates, class ID, confidence).
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Vi.

Data encryption and transmission — Each alert packet is encrypted using AES-256
encryption and signed with a hash for integrity. The encryption overhead per packet is
approximately 2.5 ms. Packets are then sent to the nearest base station via a secure
wireless channel.

Hybrid routing decision — At the edge of the network, an SDN controller evaluates current
load, delay, and reliability metrics to decide whether the packet will be routed directly to
the local TOC server, to a cloud-based command center, or through the hybrid server for
balanced performance.

TOC alert processing — Once the packet reaches the TOC, it is decrypted and checked for
integrity. The TOC system parses incoming alerts, displays the threat with a map overlay,
and sends alerts to the QRF team.

Simulation details — The simulation ran over 1500 iterations, each simulating 100 seconds
of real-time operation. Every result below is derived from averaged statistical data across
all iterations to ensure stability and academic strength.

Figure 5 shows how the number of encrypted messages sent from UAVs increases over time for
each routing type (local, cloud, hybrid). The hybrid server consistently outperforms in total messages
delivered due to lower retransmission and balanced routing logic.

Lecal Server
4730 —— Cloud Server

—— Hybrid Server
1500+

1250F
1000 F

750¢F

Messages Sent

S00¢

250¢F

0 20 40 60 80 100
Time (Seconds)

Fig. 5. Messages sent over time for each server configuration (identical scenario input)

Figure 5 does reflect three separate scenario branches, each using identical simulation
parameters, but with one key variable changed in the routing logic. Each line represents a full
simulation run under the same mission setup: same drone count, same object detection frequency,
same encrypted message size, and the same threat load. The only variation was in the server routing

mode:

One run used the local server only.
One used a cloud server only.
One used the hybrid SDN coordinator to route dynamically.
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Because the hybrid server was able to offload traffic intelligently and reduce retransmissions, it
resulted in more successfully delivered messages over time, even though all three configurations
started with the same operational input. Therefore, the difference in message count is not due to
different initial settings but rather due to platform performance differences, which was the core goal
of this comparative scenario.

Throughput is measured in kbps and reflects how efficiently each system processes data over
time (Figure 6). The hybrid server sustains higher throughput compared to cloud and local-only

servers.

Throughput (kbps)

2200+

2000

1800+

1600 | /

1400}

1200F Local Server

—— Cloud Server

1000} —— Hybrid Server

0 20 40 60 80 100

Time (Seconds)

Fig. 6. Message throughput comparison

Figure 7 displays the average packet loss for each routing scenario. The cloud server suffers higher

loss due to congestion and distance, while the hybrid server maintains the lowest loss.

Packet Loss Rate (%)

Local Server
0.8 — cloud Server
—— Hybrid Server
0.6
0.4}
0.2
0.0
02}
—-04¢t
0 20 40 60 80 100

Time (Seconds)

Fig. 7. Packet loss rate
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Figure 8 presents the encryption delay (in milliseconds) per packet. All systems show a flat profile
since AES overhead is constant, but the hybrid performs slightly better due to better hardware
acceleration.

2701 Local Server
—— Cloud Server
—— Hybrid Server

e B
o o
S o

b
wn
o

e
~
w

Encryption Overhead (ms)
lNJ [\
'S w
o o

o
w
>

2301

0 20 40 60 80 100
Packet Index

Fig. 8. Encryption overhead per packet

Figures 5-8 reflect controlled simulations using identical scenario settings, with the only variable
being the server routing mode (local, cloud, hybrid). The differing message counts and latency values
represent system performance differences, not inconsistencies in scenario setup. Additionally, the
constant encryption delay in Figure 8 is by design, as AES encryption overhead is uniform per packet
and not meant to reflect stochastic behaviour.

Figure 9 presents the encryption overhead per packet across 1500 simulation samples, reflecting
realistic system behaviour under variable load conditions. While AES-256 encryption typically yields
a consistent processing delay, slight variations are introduced due to factors such as fluctuating CPU
load, concurrent encryption processes, and queuing dynamics within the hybrid communication
framework.
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Fig. 9. Encryption overhead with randomized load variation
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These micro-variations emulate real-world operational conditions where multiple UAVs
simultaneously encrypt and transmit detection data (Figure 9). The hybrid server maintains the
lowest average encryption delay by distributing processing tasks efficiently between local and cloud
resources. This dynamic load handling results in improved consistency and responsiveness, while still
allowing for the natural variability that occurs in live tactical environments.

Figure 10 presents the average encryption overhead per packet, calculated by aggregating delay
values from all three server configurations: Hybrid, Cloud, and Local, over 1500 packet samples. This
view offers a consolidated benchmark that captures the general encryption performance of the
system under mixed operational conditions. The resulting trend line reveals the platform's stable
behavior during concurrent encryption processes. Despite slight fluctuations caused by processing
load and scheduling differences, the overall encryption overhead remains within the 2.4-2.6 ms
range, confirming the reliability of the SecuDroneComm platform's cryptographic processing layer.
This aggregate view is useful for assessing system-wide encryption efficiency across different
deployment modes.

— Average Encryption Delay

2.530¢f

N
n
N
5

N
n
N
o

2.515¢}

Encryption Overhead (ms)
I
w
=
£

2.505}

2.500¢

0 20 40 60 80 100
Packet Index

Fig. 10. Average encryption overhead per packet across all server types

Figure 11 illustrates the delay introduced by network rerouting. The hybrid server shows the
lowest routing delay by dynamically selecting the optimal path in real time.

6.0
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Local Server
45 —— Cloud Server
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Routing Delay (ms)
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0 20 40 60 80 100
Routing Event Index

Fig. 11. Routing delay
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Figure 12 illustrates the routing delay observed across 1500 routing events under three different
configurations: hybrid server, cloud server, and local server. Unlike earlier static comparisons, Figure
12 incorporates operational variability to better reflect real-time rerouting dynamics. The hybrid
server demonstrates both the lowest average routing delay and moderate fluctuation, highlighting
its ability to dynamically choose the optimal communication path depending on network load and
routing conditions. In contrast, the cloud and local servers maintain higher but relatively fixed delays
due to their static routing behaviour and centralized decision-making. This variability confirms that
the hybrid configuration does not rely on a single static route, but adapts its decisions based on
network context, ensuring lower end-to-end delay even under rerouting stress.
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Fig. 12. Routing delay per event with dynamic path selection

Figure 13 presents the average routing delay across all three server configurations (hybrid, cloud,
and local) over 1500 simulated routing events. The values shown are calculated by averaging the
routing delay observed for each event across the three modes. This provides a holistic view of overall
system routing efficiency under fluctuating operational loads.
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Fig. 13. Average routing delay across all server types
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The results confirm that, even with natural variations in delay introduced by network congestion,
server load, and rerouting decisions, the average routing delay remains within a tightly controlled
range around 4.65 milliseconds. This demonstrates the platform's resilience and balanced routing
design, ensuring consistent performance even as conditions fluctuate. The platform maintains
optimal responsiveness through its structured SDN-based routing logic while still adapting to real-
time operational inputs.

This scenario confirms that the hybrid-server-based SecuDroneComm platform offers the most
balanced performance, with lower latency, higher data delivery success, and reduced routing issues.
It supports real-time object detection and secure communication under battlefield conditions, as
needed in critical military settings like Goce Delchev barracks.

The current simulations were designed to validate the core operational performance and
architectural efficiency of the SecuDroneComm platform across over 1500 simulation runs under
standard and high-load operational conditions. Having established its reliability, scalability, and
secure transmission properties under dynamic real-world constraints, the next logical phase will
introduce adversarial conditions such as DDoS attacks or packet injection. These will be used to
validate the platform’s resilience and fault tolerance under cyber-threat scenarios, completing the
full evaluation lifecycle of the system.

5. Conclusions

This study presented the SecuDroneComm platform as a comprehensive and mathematically
grounded framework for secure UAV-to-TOC communication. By embedding formulas that address
data integrity, encryption efficiency, prioritization, energy management, collision avoidance, and
server load balancing, the platform provides a structured approach for optimizing both security and
operational performance. The hybrid server architecture, supported by SDN coordination, enables
low-latency decision-making and reliable data routing, ensuring resilience even under heavy
operational loads.

Simulation results from large-scale deployments demonstrated that the platform maintains
stable throughput, low packet loss, and minimal routing delays, while efficiently managing encryption
overhead across diverse network conditions. These findings validate the system’s ability to support
real-time object detection, secure data transfer, and mission-critical decision-making in dynamic
environments.

Beyond technical efficiency, SecuDroneComm also addresses long-term challenges in UAV
operations by combining adaptability, scalability, and fault tolerance. Its design ensures that missions
remain sustainable and secure, with robust protection against communication bottlenecks and cyber
threats. The mathematical framework makes the system not only practical but also measurable,
allowing future improvements to be guided by quantifiable performance indicators.

The platform’s adaptability makes it highly relevant for battlefield operations where secure, low-
latency UAV communication is essential for troop coordination and threat detection. It also holds
significant potential in disaster relief missions for rapid situational awareness, as well as in border
security, where persistent UAV surveillance can support national defense and public safety.

Overall, the platform advances the state of secure UAV communication by integrating formula-
based optimization with a hybrid architecture, offering a reliable solution for defense, disaster
response, and public safety missions. Future work will expand testing under adversarial cyber
conditions and explore integration with emerging quantum-resistant cryptographic models to further
enhance resilience.
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